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Introduction to ISA100 Wireless

ÅApplications

ÅNetwork Architecture

ÅOverview of IEC 62734 standard
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Applications
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General Benefits of 

Wireless Instrumentation
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Top Use Classes for

Wireless Instrumentation
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ISA100 Wireless

Major Application Types

ÅAsset Health Monitoring & Analytics

ÅProcess Monitoring & Control

ÅSafety Alarms

ÅOne network, all at the same time
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Network Architecture
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ISA100 Wireless

Network 

Architecture
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Legacy Network Architectures
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Scale by Duplication



ISA100 Wireless

IoT Network Architecture
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Plant-Wide Network
Scale Through IP



ISA100 Wireless

Network 

Architecture
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Internet of Things Enables 

Next Generation Automation Systems
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Systems Today

XOM diagrams from Lockheed Martin PIRA#OWG20161002

Systems Tomorrow



IEC 62734 Standard
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Main Features of IEC 62734
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IEEE 802.15.4 RadioÅ Available from multiple highquality sources.

ETSICompliant Å Compliant to new ETSI 300.328 v1.8.1
Å Variousmodes of compliance, described in the standard

Robust Å Advanced coexistence and resiliencymechanisms at all levels

Secure Å Two layer AES128 cryptography

IP based Å Future Proof

Object based Å Compact and Extensible
Å Supports Tunneling
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ISA100 solutions must meet all requirements simultaneously

Derived from
USA Department of Energy
and
ARC User survey

End-user requirements for

Industrial wireless sensing
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1. Rateand Latency Å Publication rates 1-2 seconds
Å Capable of 100 mslatency
Å Controlled latency, ~50% publication rate
Å 4 Hz publication in constrained configurations

2. Mesh Networking Å IP Backbone:Engineered and scalable
Å Mesh and non-mesh topology; access points and field devices
Å Peer-to-peercommunication
Å Objects = Function blocks at device level
Å Long and deterministic battery life

3. Reliability ÅWireless transmission is deterministic
ÅWirelesstransmission is received
ÅWireless transmission is accurate
Å Redundant communication paths to process control network

4. Security ÅWireless transmission is secure; prevention& detection

Technical requirements for

Industrial wireless sensing
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Two Levels of Security


