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Single Gateway issue 
On Gateway malfunction:  

Å wireless devices try to 
find another network  

Å battery consumption 
increases  

Å c lient application loose 
important sensors data  

Å Industrial process 
disruption  



Redundant Gateway 
On Gateway or connection 
malfunction:  

Å Wireless devices remain 
connected  

Å No battery consumption 
increase  

Å Client application 
continues to receive 
sensor data  

Å Faulty GW can be 
replaced without 
disrupting industrial 
process  
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Logical modules structure  
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Wireless network routes 
ÅDual active backbones  

o Faster joining process  

ÅRedundant path for 

inbound traffic  

ÅRedundant path for 

outbound traffic  

ÅRedundant Client -

Gateway connection  
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Network formation  
ÅActive Gateway:  

o handle join requests  

o groom the network  

ÅField devices join to 

Active Gateway trough 

any BBR 

ÅActive Gateway 

configures redundant 

wireless path after join  
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Data packets flow 
Å ISA100 packets received 

from wireless trough any 

of the BBR. 

Å BBR forward packets to 

Active Gateway  

Å Active Gateway updates 

Backup Gateway  

Å Same data available to 

Client application from 

any of the Gateway 

(trough Modbus or GCI)  
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If anything breaks but data 
survives, user is happy 

Cases of failure:  

1. Eth connection Client 
application - Active 
Gateway  

2. Active GW  

3. RF connection Sensor ð 
Gateway  

4. Synchronization link 
Active - Backup  

5. Backup Gateway  

6. Eth connection Client 
application ð Backup 
Gateway  
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1. Client application <-> Active Gateway  

failure  
Å Active GW continues to 

receive field data  

Å Data is synchronized between 

Active and Backup GW  

Å Client application continues to 

receive data from Backup GW  

Å Client application can 

command a software switch of 

roles trough:  
o Modbus (PREFERED ROLE register)  

o GCI dedicated GRO (Gateway 

Redundancy Object)  

Å User can fix the broken 

connection without affecting 

process control  
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2. Active Gateway failure  
1. Heartbeat mechanism detects 

failure in few seconds  

2. Heartbeat triggers the role 

switch from Backup to Active  

3. System Manager reconfigures 

field device paths to use only 

current GW over RF to preserve 

energy.  
 

Å During this process the client 

application continues to 

receive data  

Å User can replace the broken 

Gateway without affecting 

process control.  
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